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Internet of Things

2020
~30 Billion

2016
6 - 9 Billion
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IoT Botnets
2012 Carna Botnet

420,000 devices
2015 BASHLITE / gafgyt

1,000,000 devices
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Measurement

July 2016 - February 2017

Data Source Size

Network Telescope 4.7M unused IPs

Active Scanning 136 IPv4 scans

Telnet Honeypots 434 binaries

Malware Repository 594 binaries

Active/Passive DNS 499M daily RRs

C2 Milkers 64K issued attacks

Krebs DDoS Attack 170K attacker IPs

Dyn DDoS Attack 108K attacker IPS
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Roadmap
1. Growth & Composition

2. Ownership & Evolution 

3. Attacks 

4. Lessons Learned
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Geography
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Mirai TDSS/TDL4

South America + 
Southeast Asia = 
50% of Infections

North America + 
Europe = 

94% of Infections
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Composition
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Targeted Default Passwords



Understanding the Mirai Botnet ▪︎ Zane Ma

Composition
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Infected Devices
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Roadmap
1. Growth & Composition 

2. Ownership & Evolution

3. Attacks 

4. Lessons Learned
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Ownership
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1 Original botnet, attacked Krebs, OVH

2 Scans CWMP, adds DGA

6 Attacked Dyn, gaming related sites
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Source code
release

48 unique 
password dictionaries
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Evolution
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DGA 
Packing 

New protocols
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Roadmap
1. Growth & Composition 

2. Ownership & Evolution 

3. Attacks

4. Lessons Learned
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Attacks
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Attack Count % Class

HTTP 2,736 18.0% Application

UDP-PLAIN 2,542 16.7% Volumetric

UDP 2,440 16.1% Volumetric

ACK 2,173 14.3% TCP State

SYN 1,935 12.7% TCP State

GRE-IP 994 6.5% Application

ACK-STOMP 830 5.5% TCP State

VSE 809 5.3% Application

DNS 417 2.7% Application

GRE-ETH 318 2.1% Application

• Broad distribution across 
attack types, compared to 
Arbor report 65% volumetric, 
18% TCP state, 18% app 

• VSE = Valve Source Engine, 
popular game server 

• Little reflection/amplification: 
2.8% reflection attacks, 
compared to 74% for booters
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Attacks
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Dyn Attack

“It is possible, investigators say, that the attack on Dyn was conducted by a criminal 
group that wanted to extort the company. Or it could have been done by “hacktivists.” 

Or a foreign power that wanted to remind the United States of its vulnerability.” 

24
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Dyn Attack
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Targeted IP rDNS Passive DNS
208.78.70.5 ns1.p05.dynect.net ns00.playstation.net
204.13.250.5 ns2.p05.dynect.net ns01.playstation.net
208.78.71.5 ns3.p05.dynect.net ns02.playstation.net
204.13.251.5 ns4.p05.dynect.net ns03.playstation.net

198.107.156.219 service.playstation.net ns05.playstation.net
216.115.91.57 service.playstation.net ns06.playstation.net

• Top targets are linked 
to Sony PlayStation 

• Attacks on Dyn 
interspersed among 
attacks on other game 
services

“It is possible, investigators say, that the attack on Dyn was conducted by a criminal 
group that wanted to extort the company. Or it could have been done by “hacktivists.” 

Or a foreign power that wanted to remind the United States of its vulnerability.” 
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Roadmap
1. Growth & Composition 

2. Ownership & Evolution 

3. Attacks 

4. Lessons Learned
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New Dog, Old Tricks
1. Security Hardening 

2. Automatic Updates 

3. Device Attribution 

4. Defragmentation 

5. End-of-life

27
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REAL Lessons Learned
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1. 19 authors?! 
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REAL Lessons Learned
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1. 19 authors?!  

2. Report server visibility
Command 
& Control 

LoaderReport 
Server

Devices

Infrastructure

Attacker

DDoS Target

��Send command

��Dispatch

� Attack

 �Report

��Scan

���Load� ��Relay

Victim

Bots
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REAL Lessons Learned
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1. 19 authors?!  

2. Report server visibility 

3. Scandemonium

Stateless, Internet-wide 
scanning is increasing 

Benevolent and malicious
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REAL Lessons Learned
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1. 19 authors?!  

2. Report server visibility 

3. Scandemonium 

4. Device identification is hard

Telnet banner
(none) login:

Only ~20% of devices  
identified to any extent
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REAL Lessons Learned
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1. 19 authors?!  

2. Report server visibility 

3. Scandemonium 

4. Device identification is hard 

5. Especially for good guys

Internet of Things (IoT) Cybersecurity 
Improvement Act of 2017! 

https://www.congress.gov/bill/115th-
congress/senate-bill/1691/text

Cannot use the same 
techniques as bad guys

https://www.congress.gov/bill/115th-congress/senate-bill/1691/text


Understanding the Mirai Botnet ▪︎ Zane Ma

Understanding the Mirai Botnet
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1. Growth & Composition 

2. Ownership & Evolution 

3. Attacks 

4. Lessons Learned 

5. Questions?  zanema2@illinois.edu

mailto:zanema2@illinois.edu?subject=
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Future Research Directions
1. Automatic detection of new protocols - universal honeypot 

2. Improved IoT device identification / fingerprinting 

3. IoT device identification system 
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