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Research Goals

Snapshot the oT botnet phenomenon
Reconcile a broad spectrum of botnet data perspectives

Understand Miral's mechanisms and motives
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136 |IPv4 scans
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Rapid Emergence
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Many Ports of Entry
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Many Ports of Entry

_ CWMP TCP/7547

700,000 600K peak ; |
| | | | pea Total Mirai Scans
% 600,000 I ....................................... ........................................ ......................................... ...................................... ......................................... ................. TCP/7547 N
O : : : : : : -
o .
® 500,000
o
% 400,000
2 300,000
X
S 200,000
(D)
C
« 100,000 | | |
08/01/16 09/01/16 10/01/16 11/01/16 12/01/16 01/01/17 02/01/17
Date

Understanding the Mirai Botnet = Zane Ma




Many Ports of Entry
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Many Ports of Entry
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200K-300K Miral Bots
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Viodest Miral
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Global Miral

TDSS/TDL4

South America + North America +
Southeast Asia = s Europe =
50% of Infections 94% of Infections
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Cameras, DVRs, Routers

Targeted Devices Infected Devices
Source Code Password List ITTPS banners
Device Type * Targeted Examples Device Type  # HTTPS banners
Passwords
Camera/DVR | 26(57%) | dreambox, 666666 Camera / DVR 36.8%
Router 0.3%
Router 4 (9%) smcadmin, zteb521
NAS 0.2%
Printer 2 (4%) 00000000, 1111
Firewall 0.1%
VOIP Phone 1(2%) 54321 Other 0 29,
Unknown 13 (28%) password, default Unknown 56.4%
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Who ran Miral”?
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48 unique &
password dictionaries

& Source code




Divergent evolution

l

48 unique 1
password dictionaries l
l

l

Source code

Understanding the Mirai Botnet = Zane Ma



Divergent evolution
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How was Miral used?




KrebsOnSecurity

21 KrebsOnSecurity Hit With Record DDoS

0 Project Shiela
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Dyn Attacker Motives

Che New JJork Cimes

‘It Is possible, Investigators say, that the attack on Dyn was conducted by a criminal
group that wanted to extort the company. Or it could have been done by “hacktivists.”
Or a foreign power that wanted to remind the United States of its vulnerability.”
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Dyn Attacker Motives

Che New AJork Eimes

‘It Is possible, iInvestigators say, that the attack on
group that wanted to extort the company. Or it cou
Or a foreign power that wanted to remind the L

Targeted IP

Passive DNS

208.78.70.5 ns1.p05.dynect.net | ns00.playstation.net
204.13.250.5 ns2.p05.dynect.net | ns01.playstation.net
208.78.71.5 ns3.p05.dynect.net | ns02.playstation.net
204.13.251.5 ns4.p05.dynect.net | ns03.playstation.net

198.107.156.219

service.playstation.net

ns05.playstation.net

216.115.91.57

service.playstation.net

ns06.playstation.net
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Booter-like largets

Games: Minecraft, Runescape, game commerce site
Politics: Chinese political dissidents, regional ltalian politician
Anti-DDoS: DDoS protection service

Misc: Russian cooking blog
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Unconventional DDoS Behavior

Arbor Networks global DDoS report
65% volumetric, 18% TCP state, 18% application attacks

Mirai
33% volumetric, 32% TCP state, 34% application attacks

Valve Source Engine game server attack

Limited reflection/amplification
2.8% reflection attacks, compared to 74% tor booters
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Overview

200,000 - 300,000 globally distributed loT devices compromisead
by detault Telnet credentials

Evidence of multiple operators releasing new strains of Miral

Miral follows a booter-like pattern of behavior that is capable of
launching some of the largest attacks on record
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New Dog, Old Tricks




Username Password

root
root
root
admin
root
root
root
root
root
root
support
root
admin
root
root
user
admin
root
admin
root
admin

Security Hardening

Username Password
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VIZXV
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default
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54321
support
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password
root
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user
(none)
pass
admin1234
1111
smcadmin

admin
root
root
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Administrator
service
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Username Password

1111
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password
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admin
service
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12345
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hi3518
jvbzd
anko
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Automatic Upaates
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Device Attribution

55.4M Scanning IP addresses
1.8M Protocol Banners
587K ldentitying Labels
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