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Phishing
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FBI estimated $12.5 billion in phishing losses from Oct 2013 - 
May 2018

Root cause: misattribution of credibility/trust to an online entity

Beyond financial impact: 
Democratic National Convention emails 
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Misattribution of Trust
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accoounts-google.com

Mistaken trusted identity

questionsaboutisps.com

Mistaken credibility for 
new identity
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Existing Security Protocols Lack Credibility
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Not designed to protect against phishing 

TLS = Confidentiality + Integrity + Identity/Authenticity  

Prior work:  

1. Some users look at connection security indicators when exposed to 
phishing 

2. Users confuse “connection security” and “site security” 
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Experimental Goals
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1. Does the presence of secure transport protocols make phishing 
more effective? 

Methodology: A/B test HTTP/HTTPS and SMTP/SMTP+TLS 

2. Does browser URL bar UI (e.g. security indicators) influence 
phishing susceptibility? 

Methodology: Generate and feature code browser screenshots, correlate URL bar 
features with phishing outcomes 
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1. Open Email 2. Access Site

3. Submit 
Credentials

Phishing Experiment

4. Opt-In 
To Survey
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Phishing Campaign
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1. Open Email 2. Access Site 3. Submit 
Credentials0. Send Email

266 Users
100%

140 Users
53%

92 Users
35%

57 Users
21%

Target population: 266 employees of a university IT organization
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HTTP 45/75 = 60.0%
p = 0.17

25/45 = 55.6%
p = 0.31

HTTPS 47/65 = 72.3% 32/47 = 68.0%

TLS Email 45/71 = 63.3%
p = 0.96

30/47 = 63.8%
p = 0.87

No TLS Email 45/69 = 65.2% 27/45 = 60.0%

Q1: Phishing Effectiveness

3. Enter Credentials2. Access Site
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Q2: Browser UI Correlation

Mac 10.13 Chrome 63

Windows 10 Edge 16

Galaxy S7 Android 70 Mbl. Chrome 63

iPhone 8 iOS 11 Mbl Safari 11.0

https://github.com/teamnsrg/url-bar-coding
Windows XP SP2 Firefox 3.0

Feature coded 2,882 screenshots across different browsers / platforms / OS 

Correlate features with HTTP User-Agent for susceptible users
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Q2: Browser UI Correlation
Feature pexp

Any Icon? 0.25

Lock Icon? 0.32

Lock Position 0.98

Lock Color 0.55

Detailed Lock? 0.54

Lock Additions 0.27

Favicon? 0.56

Favicon Position 0.32

Default Favicon 0.06

Protocol Visible? 0.07

Protocol Emphasis 0.63

Additional Text? 0.62

Add. Text Emphasis 0.62

Add. Text Background 0.97

Icon/URL Separator? 0.42

14/16 = 87.5% of users who saw protocol 
submitted credentials 

27/46 = 58.7% of users who did not see 
protocol submitted credentials 
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9/10 “Secure” submitted credentials 

8/10 “Not Secure” submitted credentials
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Takeaways
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Questions?  
zanema2@illinois.edu

• The presence of HTTPS in phishing tended to increase 
effectiveness, but…need more data, more diverse target population 

• Protocol presence may increase phishing susceptibility, while 
“Secure/Not Secure” had minimal distinction 

• Another hint that users conflate credibility/trustworthiness with 
connection security

mailto:zanema2@illinois.edu

